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a  b  s  t  r  a  c  t

While  canonical  variate  analysis  (CVA)  has  been  used  as a dimensionality  reduction  technique  to take
into  account  serial  correlations  in  the  process  data  with  system  dynamics,  its  effectiveness  in fault  iden-
tification  (i.e.,  identification  of variables  most  closely  associated  with  a fault)  in industrial  processes  has
not been  extensively  investigated.  This  paper  proposes  CVA-based  contributions  for  fault  identification,
where  two  types  of  contributions  are  developed  based  on the  variations  in the  canonical  state  space  and
in  the  residual  space.  The  two  contributions  are  used  to  categorize  faulty  variables  into  state-space  faulty
variables  (SSFVs)  and  residual-space  faulty  variables  (RSFVs),  which  enhances  the  understanding  of  the
anonical variate analysis
ontribution plot
ennessee Eastman process
ontribution chart
rocess monitoring

character  of each  fault  as well  as the  performance  of fault  monitoring  based  on  different  statistics.  The
effectiveness  of the  proposed  approach  is demonstrated  on  the  Tennessee  Eastman  process.  The simu-
lation  results  show  that  the  faulty  variables  identified  by the  CVA-based  contributions  can  impact  the
statistics  of the state  space,  the  residual  space,  or  both;  and  abnormal  events  are  observed  to  be more
often  linked  to faulty  variables  in the  residual  space  rather  than  in  the state  space.
. Introduction

A fault is defined as any abnormal event that occurs during pro-
ess operations. Investigating the causes of faults is critical for the
fficient and optimal operation of industrial processes. As manu-
acturing facilities become increasingly integrated and large-scale

 largely due to efforts to reduce energy costs, maximize profit, and
educe environmental releases – the potential for faults to dynami-
ally propagate in nonintuitive ways to produce significant harm to
quipment, life, and the environment has increased. These trends
otivate the development of methods to quickly identify variables

ssociated with a fault as quickly as possible, preferably before its
ffects propagate to the extent of becoming a major safety concern.
uch methods are collectively referred to as fault identification, in
ontrast to fault detection, which is the first step in a data-based
rocess monitoring scheme that detects whether some fault has
ccurred, and fault diagnosis, in which the specific cause of the fault
s determined.

Accurate first-principles dynamic models do not exist for most

anufacturing facilities, which is why existing process monitoring

ystems in industry are typically constructed based on measured
ata collected and stored in a historical database. In this approach,
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information about the process operations needs to be abstracted
from the historical data. This task of fault identification can be
rather challenging when there are a large number of strongly
correlated process variables, as is typical in most chemicals, petro-
chemicals, and refining operations.

The proficiency of identifying faults from data can be improved
using dimensionality reduction techniques, such as principal com-
ponent analysis (PCA) [1,2], partial least-squares (PLS) analysis
[3,4], and canonical variate analysis (CVA) [5–7]. In statistical pro-
cess monitoring, the PCA and PLS methods has been observed to
perform well for process measurements when the in-control vari-
ations are independent and identically distributed (i.i.d.). With the
i.i.d. assumption, the entire variability of the observations can be
explained by estimating the covariance without time lags. If the
vectors of observations are serially correlated, that is, the obser-
vations at one time instant are correlated with those at past time
instants, the zero-lag covariance matrix cannot fully represent the
entire variation.

To handle serially correlated multivariate observations, PCA
[8] and PLS techniques [9] have been utilized by constructing a
covariance matrix with time lags. A dynamic model is extracted
directly from data by performing the time lagged version of PCA
[10,11]. Utilizing the eigenvector of the covariance matrix that cor-

responds to the zero eigenvalue, a multivariate autoregressive with
exogenous input (ARX) model is developed in [10]. The eigenvector
corresponding to a nearly zero eigenvalue is an approximate rep-
resentation of the ARX model [5,10]. A drawback of this approach

dx.doi.org/10.1016/j.jprocont.2014.12.001
http://www.sciencedirect.com/science/journal/09591524
http://www.elsevier.com/locate/jprocont
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jprocont.2014.12.001&domain=pdf
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s the inflexibility of the ARX model for the description of dynamic
rocesses [12].

Aside from methods derived from PCA and PLS, CVA is also a
imensionality reduction technique that selects pairs of variables
rom the inputs and outputs that maximizes a correlation statistic
12–14]. This method takes serial correlations into account dur-
ng the dimensionality reduction procedure. In the CVA approach,
he statistical model extracted by the CVA approach is in the form
f a state-space model where the state variables are statistically
ndependent at zero lag [5].

Contribution plots [15] are the most popular technique for
etermining which variables are most strongly associated with the
tatistics no longer being within the normal operating condition
NOC). A higher contribution of a process variable indicates that the
ault-related deviations in the specific variable are larger. Several
fforts have been published that identified weaknesses and/or pro-
osed modifications of contribution charts to improve their ability
o identify the variables of most value in identifying the location of
he fault (aka “faulty variables”). Utilizing a scheme of PCA-based
ontribution plot, Kourti and MacGregor [16] determined faulty
ariables of a high-pressure low-density polyethylene reactor, and
eported that the PCA-based contribution plots may  not always
orrectly identify the most important variables associated with a
ault. Yue and Qin [17] proposed an index that combines T 2 and Q
tatistics during fault identification, which was shown to be more
ffective than using a single statistic [18]. By introducing confidence
imits into contribution plots, Westerhuis et al. [19] improved the
tatistical analysis of faulty variables, and concluded that the contri-
ution plots should be carefully interpreted due to a smearing effect

n the residuals of PCA. Since the smearing effect may  mislead the
etermination of faulty variables, Liu [20] proposed contribution
lots without the smearing effect on non-faulty variables by max-

mizing the reduction of a combined index through a missing data
ethod. The data-driven and model-based methods for fault iden-

ification were comprehensively compared in [21], which reported
hat the identification of simple faults can be easily provided by
ontribution plots, while the determination of complicated faults
eeds additional information about the process operations. Fur-
hermore, a reconstruction-based approach for determining faulty
ariables from the subspace of abnormal events is developed in
18,22], where an identification index is utilized to identify faults.
he identification index is defined as the ratio of the reconstructed
quared prediction error (SPE) to the faulty SPE.

Both PCA- and PLS-based contribution plots are limited in their
bility to quickly identify faults because the underlying PCA and
LS methods do not produce the most accurate dynamic models,
ven when lagged data are used in their construction. This draw-
ack has been recognized, and contribution plots in conjunction
ith state-space models have been carried out to better take into

ccount the process dynamics [23–26,29]. In a few studies [23–25],
ubspace system identification based on N4SID has been utilized
o obtain a state-space model that was used to construct contri-
ution plots. Although CVA has been demonstrated to outperform
4SID for subspace identification in terms of stability and parsi-
ony (fewer parameters) in the representation of dynamic systems

26–28], investigation on the application of contribution plots to
VA is limited. In one study where contribution plots and CVA-
ased state-space models were investigated [29], contributions
ere calculated based on the statistics of the states in the state-

pace model. In the study [29], process inputs were not considered
n the state-space model.

In this article, the contribution plots are proposed to be applied

o both the state space (retained states in the state-space model
btained via CVA) and the residual space (the rest of the states in
he CVA model), to examine the utility of the two different meas-
res for fault identification. The two types of contributions (state
 Control 26 (2015) 17–25

space and residual space) correspond to different characteristics
of the process and can potentially provide more insights into the
fault. This article plots the contributions as two-dimensional color
maps, which allows improved fault identification compared to the
traditional one-dimensional plots [30].

The rest of this paper is organized as follows. The CVA approach
is briefly described in Section 2. The contribution maps for CVA-
based state and residual spaces are developed in Section 3. The
effectiveness of the proposed scheme is demonstrated in the Ten-
nessee Eastman process in Section 4, followed by conclusions in
Section 5.

2. Canonical variate analysis (CVA) revisited

2.1. The CVA statistical method

CVA is a dimensionality reduction technique in multivariate
statistical analysis, which maximizes a correlation statistic with
selected two  sets of variables. Assuming process input and output
vectors x ∈ Rm and y ∈ Rn with covariance matrices ˙xx and ˙yy

and cross-covariance matrix ˙xy , matrices J ∈ Rm×m and L ∈ Rn×n

can be obtained under the condition that{
J˙xxJT = Im

L˙yyLT = In

(1)

and

J˙xyLT = D = diag (�1, . . .,  �r, 0, . . .,  0) (2)

where m = rank(˙xx), n = rank(˙yy), r = rank(˙xy), � i (i = 1, 2, . . .,
r) are canonical correlations with �1 ≥ · · · ≥ � r, and Ik is a block-
diagonal matrix with a k × k identity matrix as the first block and
a zero matrix as the second block [13]. The vectors of canonical
variables c = Jx and d = Ly contain a set of independent variables
with the covariance matrix ˙cc = Im and ˙dd = In, respectively.

By solving the singular value decomposition (SVD)

−1/2∑
xx

∑
xy

−1/2∑
yy

= U˙VT, (3)

the matrix of canonical correlations D can be computed as D = ˙;
and the projection matrices J and L can be obtained as J = UT ˙−1/2

xx

and L = VT ˙−1/2
yy , respectively. The matrices UT and VT rotate

the canonical variables to be pairwise correlated, and the matrices
˙−1/2

xx and ˙−1/2
yy scale the canonical variables to be unit variance.

2.2. CVA state vector

Hotelling proposed the CVA concept for multivariate statistical
analysis, but CVA was  not utilized for stochastic realization theory
and system identification until Akaike’s work on ARMA models [13].
The CVA approach was  further developed using state-space models
by Larimore [13]. Given time series output data y(t) ∈ Rmy and input
data u(t) ∈ Rmu , the linear state-space model is given by [31,33]

x(t + 1) = Ax(t) + Bu(t) + v(t) (4)

y(t) = Cx(t) + Du(t) + Ev(t) + w(t) (5)

where x(t) ∈ Rd is a d-dimensional state vector, v(t) and w(t) are
independent white noise processes, and A, B, C, D, and E are coeffi-
cient matrices.
At a particular time instant t = 1, 2, . . .,  the vector including the
past information is given by

p(t) = [yT(t − 1),  yT(t − 2),  . . .,  uT(t − 1),  uT(t − 2),  . . .]
T

(6)
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nd the vector including the present and future output information
s given by

 (t) = [yT(t), yT(t + 1),  . . .]
T
. (7)

y substituting the matrix ˙xy with ˙pf , ˙xx with ˙pp, and ˙yy

ith ˙f f , the matrices J, L, and D can be computed via the SVD as Eq.
3). Under the condition that the order d is selected to be equal to
r greater than the order of the minimal state-space realization of
he actual process, the states x(t) in Eqs. (4) and (5) can be derived
rom the data using the CVA states as

d(t) = Jdp(t) = UT
d
̂̇−1/2

pp p(t) (8)

here Jd = UT
d
̂̇−1/2

pp and Ud contains the first d columns of U in
q. (3) [31].

Due to the finite quantity of data available in practice, the vectors
(t) and f (t) are usually truncated to be

(t) = [yT(t − 1),  yT(t − 2),  . . .,  yT(t − l), uT(t − 1),

T(t − 2),  . . .,  uT(t − l)]
T

(9)

nd

 (t) = [yT(t), yT(t + 1),  . . .,  yT(t + h)]
T

(10)

here l and h are the number of lags in vectors p(t) and f (t), respec-
ively. Moreover, the state order of the system is not known in
dvance. One solution is to fit the data to autoregressive exoge-
ous (ARX) models with several different numbers of lags by least
quares and select l and h as the lags that minimize the Akaike
nformation criterion [14].

.3. Process monitoring measures

In CVA, two types of statistics are calculated from the process
odel in normal operation [31,32]. The first statistic, which meas-

res the variations inside the canonical state space, is defined as

2
d (t) = xT

d(t)xd(t). (11)

The second statistic, which measures the variations in the resid-
al space, is defined as

2
e (t) = xT

e (t)xe(t) (12)

here

e(t) = Jep(t) = UT
e
̂̇−1/2

pp p(t) (13)

nd Ue contains the last e = l(mu + my) − d columns of U in Eq. (3).
VA-based statistics for fault detection are also reported in [32,33].

A violation of the T2
d

statistic (e.g., exceeding the threshold corre-
ponding to the 99% confidence level [31]) indicates that the states
re out of control (that is, are in an abnormal operating condition),
hereas a violation of the T2

e statistic indicates that the character-
stic of the measurement noise has changed and/or new states have
een created in the process.

. CVA-based contributions

In this section, the T2
d

and T2
e CVA statistics in Section 2 are used

or computing contributions. Large deviations in the variables from
ormal operating conditions result in large values of the two  statis-
ics. While the states xd(t) alone do not provide a direct way  to
dentify the variables that contribute to large statistics, the load-

ngs (Jd or Je) indicate how the variables contribute to the states in
he model and can be used to compute variable contributions. First
onsider the variable contribution based on the state space for the
VA model (the residual space is considered later).
 Control 26 (2015) 17–25 19

For a new time instant data vector p(t), the contribution based
on the state space in the CVA model is defined as

cd(t) = xT
d
(t)xd(t) = xT

d
(t)(Jdp(t))

= xT
d
(t)

(my+mu)l∑
k=1

(pk(t)JT
d,k)

T

=
(my+mu)l∑

k=1

xT
d(t)(pk(t)JT

d,k)
T

=
(my+mu)l∑

k=1

cd
pk

(14)

where pk(t) is the jth element of the data vector p(t), JT
d,k is the kth

row of the JT
d , and

cd
pk

(t) = xT
d(t)(pk(t)JT

d,k)
T

(15)

is the contribution of pk(t) in the new time instant vector p(t).
A major difference from PCA is that the vector p(t) in CVA con-

tains serial correlation, that is, the observations at one time instant
are correlated with the observations at past time instants.

From (9), pk(t) can be specifically written as

pk(t) =
{

yi(t − j), and k = (i − 1)my + j when k ≤ myl

ui(t − j), and k = myl + (i − 1)mu + j when k > myl
(16)

Therefore the contribution based on the state space for variable
ym is the multiplication of all its l lagged observations ym(t − j), (j = 1,
2, . . .,  l):

cd
ym

(t) =
l∑

j=1

xT
d(t)(ym(t − j)JT

d,mj
)
T

(17)

The contribution of the process variable um is calculated in the
same way as for ym.

Similarly, the contribution of the process variable ym based on
the residual space can be obtained as

ce
ym

(t) =
l∑

j=1

xT
e (t)(ym(t − j)JT

e,mj
)
T
. (18)

The contribution of the process variable um based on the residual
space is also calculated in the same way  as for ym.

A limitation of the CVA-based contributions is that contributions
can be overly sensitive due to the inversion of ̂̇−1/2

pp in Eqs. (8) and
(13) [31], which can result in identifying incorrect faulty variables.
This sensitivity can be reduced by combining the two  CVA-based
contributions (state space cd and residual space ce) for fault iden-
tification, in a similar manner as has been applied to PCA and PLS
[17,18].

A higher contribution of a process variable indicates a more
severe abnormal value with the specific variable. Faulty variables
identified by contribution plot based on state space (cd) are called
state-space faulty variables (SSFVs), i.e., are associated with large
deviations of the states that are present during normal operating
conditions. The models for those faulty variables are still valid.
Faulty variables identified by contribution plot based on resid-
ual space (ce) are called residual-space faulty variables (RSFVs).
Such variables are associated with new states created in the pro-

cess, which are no longer sufficiently described by the CVA model
constructed for normal operating conditions. Section 4 plots the
variable contributions as a two-dimensional color map, which has
variable number and sampling instance (aka time) as two axes and
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he value of the contribution shown as color. Such 2D contribu-
ion maps have been demonstrated [30] to produce more reliable
ault identification than the commonly used 1D contribution chart,
hich has variable number and the value of the contribution as two

xes.

. Application to the Tennessee Eastman process

The Tennessee Eastman process (TEP) is a well-known bench-
ark process used for comparison of various fault identification
ethods. The TEP was created to provide a realistic industrial pro-

ess for control and monitoring studies. The process variables are
isted in Table 1 and the TEP flowsheet is shown in Fig. 1. A detailed
rocess description including the specific plantwide closed-loop
ontrol system can be found in the textbook [12], which also
ncludes citations to numerous papers on process control and mon-
toring systems applied to the TEP.

The testing data set for each fault contains 960 observations. The
bservations were sampled every 3 min. Each data set starts with
o faults, and the faults occur after the 160th sample. A total of
2 variables including all the manipulated and measured variables
xcept the agitation speed of the reactor’s stirrer were recorded. By
sing the preprogrammed faults (Faults 1–21), twenty-one testing
ets were generated; Fault 0 (with no faults) was generated under
ormal operating conditions.

In order to avoid particular variables inappropriately domi-
ating the dimensionality reduction procedure, all the data were
caled in the standard manner that is often called “z-scoring”. A
VA model was built using a normal operating dataset.

.1. Fault 1

Fault 1 affects many variables with interacting and counter-
cting effects that can confuse fault identification methods, and
s used to compare the proposed CVA-based contribution plots to
he optimized PCA-based contribution plot of [20]. In the Fault 1
cenario, the composition of C in Stream 4 was  increased from
1 mol% to 54 mol%; meanwhile, the composition of A of Stream

 was decreased from 48.5 mol% to 45.5 mol%. These changes lead
o a decrease of A in Stream 5, which increases the A feed in Stream

 by the regulation of a control loop. Subsequently, the variations
n the reactor level result from the changes in the compositions and
ow rates of Stream 6, and the reactor level’s variations affect the
ow rate in Stream 4, due to a cascade control loop. The variations
f composition C in the reactor feed flow result in the changes of
omposition E, because of the equimolar reaction among composi-
ions C and E. The variations in the reactants A, C, and E eventually
mpact the ratio of the products associated with the corresponding

aterial balances.
CVA-based fault detection statistics based on either state space

r residual space are very effective at detecting Fault 1 (see Table
1). For fault identification, the CVA-based contributions based on
tate space (cd) and residual space (ce) are displayed in Figs. 2ab as
olor maps [30]. Both figures show a lot of “noise,” which can be
xplained by the over-sensitivity of CVA-based contributions rely-
ng on a single statistic, due to the inversion of ̂̇−1/2

pp . As mentioned
n Section 3, a combined contribution (e.g., c = (cd + ce)/2 was  used
n this case study) is recommended and is shown in Fig. 2c for Fault
.

Supplementary material related to this article can be found,
n the online version, at http://dx.doi.org/10.1016/j.jprocont.

014.12.001.

During the early stage (first 400 samples) of Fault 1, numerous
aulty variables are reported, as shown in Fig. 2c. With the con-
rollers implemented on the process, most of the faulty variables
 Control 26 (2015) 17–25

stabilized to NOC after around the 400th sample (see Fig. 2c). Fig. 3
displays the trends of x1, x4, x18, x19, x34, x44, x45, and x50, which
are all faulty variables reported by the CVA-based combined con-
tributions (Fig. 2c). The resulting faulty variables are similar with
those of [20] except for variable x34, which was  not identified by
Liu’s optimized PCA-based method [20]. The trend of the variable
x34 is displayed in Fig. 3e. The variable x34 is observed to eventu-
ally settle to a steady-state value higher than its value at the NOC.
The CVA-based contributions correctly identify x34 as a faulty vari-
able, which was  missed by the optimized PCA-based method [20].
As shown in Fig. 2c, the contributions of the quartet {x1, x18, x44,
x50} are much more persistent than the rest of the faulty variables
{x4, x19, x34, x45}. From Figs. 2ab, the CVA-based contribution plots
indicate that x18, x19, and x50 are SSFVs, and x1, x4, x34, x44, and x45
are RSFVs.

The first variable to have a large combined contribution, x16, is
the stripper pressure, which directly receives Stream 4 that con-
tains A/B/C feed with the incorrect A/B ratio that defines Fault 1.
The four variables with persistent large combined contributions,
{x1, x18, x44, x50}, are the A feed flow rate in Stream 1, the stripper
temperature, the manipulated variable to the A feed flow in Stream
1, and the stripper steam valve. Two  of the variables are associated
with the stripper, which directly receives the flow from the faulty
stream 4, and two of these variables are associated with component
A. Collectively these variables would provide some guidance to an
operator as to the root cause of the fault.

4.2. Fault 4

The Fault 4 scenario is that a step change in the reactor cool-
ing water inlet temperature results in a step change in the reactor
cooling water flow rate (x51), as shown in Fig. 4a. This fault was
selected as an example of a fault where the identification of the
variables most closely associated with the fault is difficult based
on state-space contributions but readily identified based on the
residual-space contributions. When the fault occurs at the 160th
sample, the reactor temperature (x9) suddenly increases, as shown
in Fig. 4b, which is compensated by the control loops. After some
delay, the CVA-based state-space contributions for Fault 4 show
large transient deviations in several variables (see the top portion of
Fig. 5a), as the effects of the fault propagate to many of the variables
associated with the reactor and to some of the variables associated
with downstream unit operations. The control systems are able to
compensate for the effects of the fault on the process operations,
so that the only persistent change in the 51 variables is the reactor
cooling water flow rate x51, and the only contribution that persists
is x51 in the residual space (Fig. 5b).

The CVA-based contributions based on state space (cd) and
residual space (ce) are displayed in Fig. 5a and b. The combined
CVA-based contributions are shown in Fig. 5c, which indicates that
variable x51 is the faulty variable for Fault 4, which agrees with the
time-domain plots (e.g., Fig. 4a and b). The faulty variable x51 is
an RSFV, as shown in the residual-space contributions in Fig. 5b.
Minimal disruption from normal operating conditions is observed
in the state space, where Fault 4 results in a large deviation for
one variable in the residual space. These results are consistent with
results obtained for fault detection based on the CVA model [31, see
Table S1]: poor performance (missed detection rate: 0.688) by using
the state-space statistic T2

d
versus excellent performance (missed

detection rate: 0) by using the residual-space statistic T2
e for the

detection of Fault 4.

This example demonstrates the necessity of combined utiliza-

tion of the two  types of CVA-based contributions, whereas utilizing
the single state-space contribution can make it impossible to iden-
tify faulty variables.

http://dx.doi.org/10.1016/j.jprocont.2014.12.001
http://dx.doi.org/10.1016/j.jprocont.2014.12.001
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Fig. 1. Flowsheet for the Tennessee Eastman process [31].

Fig. 2. (a). CVA-based contributions based on state space for Fault 1. (b) CVA-based contributions based on residual space for Fault 1. (c) CVA-based combined contributions
for  Fault 1. (For interpretation of the references to color in the text, the reader is referred to the web version of the article.)
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Fig. 3. Trends of the faulty variables for Fault 1 reported by CVA-based contributions. (a) x1, (b) x4, (c) x18, (d) x19, (e) x34, (f) x44, (g) x45, and (h) x50.
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Table  1
Monitored variables in the Tennessee Eastman process [20].

ID Variable description ID Variable description

x1 A feed (Stream 1) x27 Component E (Stream 6)
x2 D feed (Stream 2) x28 Component F (Stream 6)
x3 E feed (Stream 3) x29 Component A (Stream 9)
x4 A and C feed (Stream 4) x30 Component B (Stream 9)
x5 Recycle flow (Stream 8) x31 Component C (Stream 9)
x6 Reactor feed rate (Stream 6) x32 Component D (Stream 9)
x7 Reactor pressure x33 Component E (Stream 9)
x8 Reactor level x34 Component F (Stream 9)
x9 Reactor temperature x35 Component G (Stream 9)
x10 Purge rate (Stream 9) x36 Component H (Stream 9)
x11 Product separator temperature x37 Component D (Stream 11)
x12 Product separator level x38 Component E (Stream 11)
x13 Product separator pressure x39 Component F (Stream 11)
x14 Product separator underflow (Stream 10) x40 Component G (Stream 11)
x15 Stripper level x41 Component H (Stream 11)
x16 Stripper pressure x42 MV  to D feed flow (Stream 2)
x17 Stripper underflow (Stream 11) x43 MV  to E feed flow (Stream 3)
x18 Stripper temperature x44 MV  to A feed flow (Stream 1)
x19 Stripper stream flow x45 MV  to total feed flow (Stream 4)
x20 Compressor work x46 Compressor recycle valve
x21 Reactor cooling water outlet temperature x47 Purge value (Stream 9)
x22 Separator cooling water outlet temperature x48 Separator pot liquid flow (Stream 10)
x23 Component A (Stream 6) x49 Stripper liquid product flow (Stream 11)
x24 Component B (Stream 6) x50 Stripper steam valve

4

n
C
T
C
w
R

p
i
f
c
b
t
s
v

x25 Component C (Stream 6)
x26 Component D (Stream 6) 

.3. Other faults

The remaining 19 faults were investigated. The orders and the
umber of lags l determined for CVA are similar to [31]. The
VA-based fault detection results for all faults are reported in
able S1 and the associated fault identification results utilizing
VA-based contribution plot approach are summarized in Table 2,
here faulty variables for each fault are categorized into SSFV and
SFV.

Faults 1, 2, 5, 6, 8, 10, 12, 13, 14, 16, 17, 18, and 20 alter the
roperties of both the state space and residual space, which results

n both the contributions cd and ce being useful for identifying
aulty variables. The attributes of Faults 3, 9, 15, and 21 are not
aptured by either the state space or the residual space. It has

een observed in past studies that these faults are very difficult
o detect using any method based solely on historical data (e.g.,
ee Table 4 of [31]). It should be no surprise that identifying faulty
ariables is nearly impossible for faults that are very difficult to
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Fig. 4. (a). Trend of the variable x51 in Fault 4
x51 Reactor cooling water flow
x52 Condenser cooling water flow

detect, as such faults have very small effects on the measured
data.

Faults 4, 7, 11, and 19 can be grouped as a third class of faults, in
which only the residual space is significantly affected (see Table 2).
For such faults, good fault identification performance is achieved
for the residual-space contributions whereas all of the state-space
contributions are small.

Except for Faults 10, 12, 16, and 20, the number of faulty vari-
ables that occur in the residual space is more than that in the state
space. In other words, the abnormal events tend to create faulty
variables of RSFV rather than SSFV. The higher chance of faulty
variables occurring in the residual space is an indication that the
characteristic of the measurement noise has changed and/or new
states have been created, and the existing states xd(t) utilized for the

model are no longer sufficient for describing the process dynamics
or the input-output relationship.

For some faults, some variables, such as x1 and x18 in Fault
1, appear as either SSFVs or RSFVs, but not as both. Some
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. (b) Trend of the variable x9 in Fault 4.
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F  contr
f

o
R
a
m

T
I

ig. 5. (a). CVA-based contributions based on state space for Fault 4. (b) CVA-based
or  Fault 4.
ther variables, such as x47 in Fault 2, are both SSFVs and
SFVs, which indicates the faulty variable has significant vari-
tions in both the state and the residual spaces of the CVA
odel.

able 2
dentification results for all 21 faults.

Fault SSFV 

1 x18, x19, x50

2 x18, x19, x28, x34, x47, x50

3 None 

4  None 

5 x50

6 x2, x3, x7, x11, x13, x16, x21, x22, x23, x25, x26, x30, x31, x33, x35, x36, x38, x43,
x44, x47

7 None 

8 x7, x10, x11, x13, x16, x18, x19, x20, x23, x30, x47,  x50

9 None 

10  x7, x13, x19, x50

11 None 

12 x7, x9, x11, x13, x16, x18, x19, x20, x22, x23, x27, x29, x30, x31, x33, x36, x38, x47,
x50

13 x7, x11, x13, x16, x18, x19, x20, x21, x22, x23, x26, x27, x30, x31, x33, x36, x38,
x41, x44, x47, x50

14 x50

15 None 

16  x7, x13, x18, x19, x20, x50

17 x7, x9, x11, x13, x16, x18, x19, x21, x30, x50

18 x4, x7, x9, x11, x13, x14, x16, x20, x22, x23, x24, x26, x27, x28, x29, x30, x33, x35,
x36, x39, x41, x46, x47, x50, x51

19 None 

20 x7, x11, x13, x16, x18, x20, x30, x50

21 None 
ibutions based on residual space for Fault 4. (c) CVA-based combined contributions
The relative importance of the state space and residual space on
the combined contributions for a particular fault is related to the
physical characteristics of the specific fault, in particular, on how
the effects of the particular fault propagates through the overall

RSFV

x1, x4, x34, x44, x45

x3, x9, x10, x25, x28, x29, x34, x43, x46, x47

None
x51

x52

x1, x2, x3, x7, x8, x9, x11, x13, x16, x17, x21, x25, x28, x29, x31, x34, x35, x36, x37,
x38, x39, x42, x43, x45, x46, x51, x52

x45

x1, x4, x7, x10, x13, x20, x24, x25, x28, x29, x31, x34, x35, x43, x44, x46, x47

None
x18

x9, x51

x1, x3, x4, x8, x20, x21, x25, x35, x43, x52

x3, x4, x7, x8, x11, x13, x16, x18, x19, x20, x25, x27, x28, x29, x30, x32, x34, x35,
x36, x37, x43, x50, x51

x9, x21, x51

None
x16

x9, x21, x51

x6, x7, x12, x13, x16, x17, x19, x21, x23, x25, x27, x28, x30, x32, x33, x35, x36, x37,
x38, x41, x42, x43, x45, x46, x48, x51, x52

x5

x20, x46

None
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rocess system to affect the measured variables and manipulated
ariables (via the control loops). Some faults have stronger effects
n the state space than on the residual space, whereas other faults
esult in stronger effects on the residual space than the state space.
ue the stronger interactions between variables, including the
ffects of multiple control loops, it is not always easy to assess a
riori which fault will have stronger effects on the residual space
r the state space. Plausibility arguments can be made based on the
rocess flowsheet as to why the contributions for a particular fault
ppear more strongly in the state space or residual space, but such
lausibility arguments should not be treated as rigorous proofs.

. Conclusions

This article presents CVA-based contributions for identifying
ariables that are closely associated with faults, with contributions
ased on the variations in the state and residual spaces. Faulty vari-
bles are categorized into SSFVs and RSFVs, which provide some
nsight into the character of each fault. The proposed approach has
een demonstrated for all the 21 faults in TEP, and the simulation
esults show that the faulty variables identified by the CVA-based
ontributions can impact the statistics of the state space, the resid-
al space, or both; and abnormal events are observed to be more
ften linked to faulty variables in the residual space rather than in
he state space.

The combined contributions in the case studies used equal
eights for the state and residual spaces (c = (cd + ce)/2). A consider-

tion for future work is whether the CVA-based fault identification
ould be improved if different weights were used for the state and

esidual spaces. Given that variables with large contributions are
ore likely to be observed in the residual space, should the resid-

al space have a stronger weight, or would this magnify noise?
he definition of an optimal weighting may  require assuming prior
nowledge on the faults such as their probabilities or an upper
ound on the number of variables that may  be affected by them.
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